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Action needed: Complete questionnaire from [US17] - FutureBrand New York

4
@ <sdsystem-prod3+ipg-T.Doc235435812@ansmtp.ariba.com: © Reply © Reply Al 7 Forward

To @94 TS5/ v—&

ok
Interpublic Group

Hello 475 1 v —&#
5.

[US17-US84] - FutureBrand New York has invited you to complete a questionnaire. This is
required so Big Red Dog Production LLC can do business with [US17-U584] - FutureBrand New
York.

Questionnaire Overview
Questionnaire name: Security
Respond by: Sat, 11 Sep, 2021
Update Request Comments:

I Submit guestionnaire I

Best,
[US17-U584] - FutureBrand New York

Ariba, Inc. 3420 Hillview Ave, Palo Alto, CA 94304, USA

Data Policy | Contact Us | Customer Support
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Action Required: Complete your Privacy Questionnaire

Ariba Administrator <no-reply@ansmtp.ariba.com>

To @ Ken Bamba

) Reply | 5 Reply All

Interpublic Group
Hello Ken Bamba,

[US17-US84] - FutureBrand New York invited you to complete a questionnaire on Wednesday,
November 3, 2021 at 2:18 PM, Pacific Daylight Time but you have not yet submitted

Privacy. Your response is due by Thursday, December 2, 2021 at 1:20 PM, Pacific Standard
Time. Please visit Submit questionnaire to complete your risk assessment and submit
as soon as possible.

Please refer to training and support materials on
http: interpublic.com i ing for any
general FAQs regarding the new vendor onboarding process.

Sincerely,

[U517-US84] - FutureBrand New York

Ariba, Inc. 3420 Hillvi

ve, Palo Alto, CA 94304, USA
Data Policy | Contact Us | Customer Support

— Forward -

Thu 11/11/2021 4:21 PM
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Action Required: Complete your Privacy Questionnaire

Ariba Administrator <no-reply@ansmtp.ariba.com>

To @ Ken Bamba

3 Reply %) Reply Al

Interpublic Group

Hello Ken Bamba,

[US17-US84] - FutureBrand New York invited you to complete a questionnaire on
wednesday, November 10, 2021 at 9:28 AM, Pacific Standard Time but you have
not yet submitted your Privacy questionnaire. Your response is due by Thursday,
December 9, 2021 at 9:30 AM, Pacific Standard Time.

Please visit Submit questionnaire and register on the Ariba Commerce
Cloud or log in using your existing Ariba Commerce Cloud account
username and p d to 1 your risk t and submit as
soon as possible.

NOTE: This link is only valid for 30 days. Make sure to register on the Ariba
Commerce Cloud before the link expires. After you register on the Ariba
Commerce Cloud, you can no longer use this link.

Please refer to training and support materials on

htty liermanagement.interpublic.com/supplieronboarding for any
questions and general FAQs regarding the new vendor onboarding
process.

Sincerely,

[US17-US84] - FutureBrand New York

Ariba, Inc. 3420 Hillvi e, Palo Alto, CA 94304, USA

Contact Us | Customer Support

| | = Forward -

Thu 11/11/2021 4:21 PM
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< Go back to IPG - TEST Dashboard Desktop File Sync
. Time remaining
Console 5 Doc235435802 - Securit ® >
Y 29 days 23:06:39
All Content = v
Name T
1
Are documented Information Security Policies reviewed and updated annually and include at 8 minimum:
N + Access Control Policy
¥ Event Contents « Acceptable Us
All Content Unspecified - L
agement
. ess Continuity
+ Change Management
+ Physical Security
= HR that includes background checks & training data management
2 Do you clearly define IT security-related roles and responsibilities for your personnel (including the * I +
limitation of each role and the level of training required)? Unspecified ~ | %
3 Do you have a Security User Awareness program? ‘ Unspecified ‘ Lo
4 Does the application follow an approved, documented configuration management process? ‘ Unspecified ~ ‘ Lo
5 Are outside parties made aware of applicable company security policies befare being allowed * - +
Y E s L
access 1o the application? ‘ Unspecified ~ ‘
6 Do you maintain a complete, accurate, and prioritized inventory of essential information about “ Unspecified ‘ wt
hardwarsfsoftware and keep this list up-to-date, especially for those which are used for IPG or its agencies? nspecified
7 Is user access based on & need to knowlleast privilege model with periodic access reviews ® =
conducted? = E - ' ‘ Unspecified ‘ L
8 Do you maintain segregation of duties and ensure conflict of interest does not take place? N ‘ Unspecified ~ ‘ L
9 Dwoes the application contain any accounts that are shared among multiple users? ‘ Unspecified ‘ Lo
10 What is the cadence of these access reviews and are inactive accounts removed at this time? ‘ Lo
11 Is & form of Multi-factor authentication used across your environment? ‘ Unspecified ‘ L
—_— -
(*) indicates a required field
Submit Entire Response [ Save draft ] [ Compose Message ] [ Excel Import ]

s MEIZIELT, Y734V —E7AM a0V TWNDERICarA Y FORFIT7AILE
EBMTBIENTEET,

. nt
AV KRE, IAYMEIZICARL =

N
10 IPG - TEST Dashboa
7": é L\o Go back to IPG - TEST Dashboard F.

7 _‘/17-_ F‘:;‘Z&{d-j 7 ’r)l/§52§17_|"d— Add/Edit Comment ‘ .
BIZF. 2740 FHM1 20 o
vy LET,
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Attachment:  Attach a file
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All Content ¥
Name t
B3 Are disaster recovery and response plans tested? " Yes
66 Inthe event of a disaster, is there an Recovery Time Objective defined for this service? If Yes, please provide the intended recovery time in * -
the comments section lee
67 Is this & global policy? N Yes
68 Are restore procedures periodically tested to verify that data being backed up is usable? N Yes
69 Do you have Cyber insurance? " Yes
70 If yes, does coverage include first and third parties? " First Party Only 4
71 What is your liability coverage? Greater or equal to 5 million ~ L
72 Do you regularly monitor or audit the security controls used by your Third Party Service Providers? " Yes
73 Are third-party extemnal service providers' activity monitored to detect potential SECUrity events? N Yes
74 Do third parties undergo a risk assessment/due diligence before services are exchanged? N Yes
75 Are outside parties made aware of the applicable company security policies prior to being granted access to the application and/or the * N
ervironment? Ves
76 Please provide your latest Web Application Vulnerability n Report for review. " File Artached | =
77 Please provide a copy of your latest SOC 2 type 2 report for review. ,| File Attached | L3
78 Please provide a copy of your latest 1IS027001 report and certification for review. ’| File Attached | Lo
79 Please provide your latest Network Vulnerability Scan Report for our review. “| File Attached | Lo
80 Please provide any other certifications you feel may be relevant to the review of your business and services provided. |.E. (FedRamp, * Cie arache w
SOX, PKI (HIPAA, etc.), PCI DSS, Pl (Safe Harbar, etc ), GDPR, CCPA) Flle Attached
81 Provide a copy of a data flow diagram for the services your company provides (or is planning to provide) to IPG or its agencies l| File Artached | L -

(*)yindicates a required field

Submit Entire Response Save draft ] [ Compose Message ] l Excel Import

v Submit this response?

Click OK to submit.

OK
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Company Settings v ~ Ken Bamba v

Ariba Sourcing

< Go back to IPG - TEST Dashboard

Console E Doc235435802 - Security @

Desktop File Sync

Time remaining

364 days 23:58:37

Event Messages \/ Your revised response has been submitted. Thank you for participating in the event.
Event Details
Response History

Response Team

v Event Contents

All Content

All Content
Name 1

1 -
Are documented Information Security Policies reviewed and updated annually and include at a minimum:
+ Access Control Policy
+ Acceptable Use Policy

Password Policy/Standard

Vulnerability Management

+ Security Incident Management Yes %

+ Risk Management

+ Business Continuity

+ Change Management

+ Physical Security

+ HR that includes background checks & training data management

2 Do you clearly define IT security-related roles and responsibilities for your personnel (including the limitation of each role and the level of training required)? Yes

3 Do you have a Security User Awareness program? No -

Compose Message

- RELEEZZHEETIDLELHLIERIE. FF1 AV MIRE-T IAEZEDE
Fl 28BIRTBLE. 75— FABURVTHRERREICZY FET, si@0EZIE
Y—ILIZREINET,

B Doc252619553 - HIPAA @ ;22'95252823.59.34

If your customer has requested an update to this questionnaire, please click Revise Response and re-submit your answers. Even if you do not need to change any of your current
answers, your customer cannot complete their evaluation until you re-submit the questionnaire.

All Content &=
Name t
1 Do you have an assigned security official responsible for implementing HIPAA/HITECH administrative safeguards? Yes
2 Have you implemented administrative, technical and physical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of PHI that N
you Process on behalf of IPG or its agencies? ©
3 Do you ensure that any agents or Third Party Service Providers to whom you provide PHI agree to the same restrictions that we impose on you? No
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Action needed: Resubmit questionnaire for Park Studios

. .. . G|
Ariba Administrator <no-reply@ansmtp.ariba.com> 9%
To @ Ken Bamba 1/11/2022

Interpublic Group

Hello Deer Park,

You are being sent this email because yvou have been re-invited to complete a required
questionnaire so that Park Studios can do business with [US17-U584] - FutureBrand New
York.

Questionnaire Name: Privacy
Questionnaire Due Date: Wed, 09 Feb, 2022

Please view the comments provided below for additional instructions regarding the requested
update for this questionnaire: Please provide additional information on what SPT you will
be handling for this engagement

Please use the following link to ] tal and resubmit the questionnaire after
making the appropriate updatef: Submit guestionnaire

Please refer to training and support materials on
https://suppliermanagement.interpublic.com/supplieronboarding for any questions and general
FAQs regarding the new vendor onboarding process.

Best,

[US17-USE4] - FutureBrand New York

Anba, Inc. 3420 Hillview Ave, Palo Alto, CA 94304, USA

Data Policy | Contact Us | Customer Support
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